Terms of Use and Privacy Notice

Oticon ON
This document was last updated on the 2nd of February 2021.

This privacy notice explains how we collect and use your
personal data when you use the Oticon ON app (‘the App’).

how extensively the feature is used. You can deactivate
anonymous data logging at any time in the app settings.

The App has been created to provide you with the
possibility of controlling and personalizing your hearing
experience directly from your smartphone. It enables
you to separately adjust the volume of your hearing aids,
change programmes, or control the sound you stream to
your hearing aids, among many other things.

Using the App with HearingFitness™, Internet of
Things and MyClinic*
* MyClinic is only available through selected hearing clinics.
To use the App with the HearingFitness, Internet of Things
and MyClinic features (the ‘Features’), you need to create
an Oticon account. The account can be created in the App.
Account registration requires you to submit your e-mail
address and a password of your own choice.

WHO WE ARE
Oticon A/S acts as data controller and is responsible for
the collection and use of your personal data in the App as
described in this privacy notice.

When you register with your account and start using
the App, we collect your user ID and email address for
authentication purposes. We keep your account data as
long as your account exists.

If you have any requests or questions related to our use of
your personal data, please contact us by using the contact
points below:

Below, we describe how we collect and use your personal
data in each of the Features.

Oticon A/S
Re.: Data Privacy
Kongebakken 9
DK-2765 Smørum
E-mail: privacy@demant.com

HearingFitness
HearingFitness is a feature in the App that enables you to
get an overview of your hearing aid usage, to set your own
usage goals and to monitor your progress towards them.

In this privacy notice, “we”, “us” and “our” refer to
Oticon A/S.

When you use the HearingFitness feature in the App, we
will collect various data regarding your use of your hearing
aid, including:

PERSONAL DATA WE COLLECT AND USE
Using the App without signing in with an Oticon account

•

Data about the sound environment you are in
(for instance whether it is loud or quiet) and how
effective your hearing aids are in the specific sound
environments, and information regarding battery
level, program usage and total usage time of your
hearing aids for the purpose of giving you information
regarding the use of your hearing aids and to analyze
usage behavior.

•

The serial number of your hearing aid for the purpose
of collecting usage statistics from your hearing aid,
to monitor how your hearing aid is performing and
to collect a crash report in case of any technical
malfunctions.

If you use the App without signing in with an Oticon
account, we will not collect any personal data about you.
If you give us your permission to log anonymous data,
we will collect general information and aggregated
anonymous data, including generic information about
your hearing aids (firmware version, brand, model, style,
number of programs), generic information about your
mobile device (operating system version, device model),
information about features that are used, how often
they are used and for how long they are being used, and
technical log information. The data we collect is completely
anonymous and cannot in any way be used to identify
you as an individual. The data is used in aggregated form
to tell us about how the features in the App are used, for
instance about when a feature is typically activated, and
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can be filled at any time using the MyClinic feature in the
App, or when prompted by a daily notification from the app.
We will then automatically analyze your input and generate
notifications and alerts for your hearing care professional,
who can then contact you if you need any assistance.

Internet of Things
Through the Internet of Things feature, the App can
interact with the web-based service IFTTT that enables
you to automate different actions and tasks by creating
chains of simple conditional statements, called “Applets”.
By connecting various web services or apps, IFTTT allows
you to use their functions as either triggers or actions to
decide a certain outcome. When using IFTTT you define
your hearing aid as such a trigger or an action and thereby
control certain actions or tasks via your hearing aid system.

When you use the MyClinic feature we collect the following
data:

In order to use the IFTTT services with the App, you must
create an IFTTT account. Please note that your use of the
IFTTT services and of this account is governed by the terms
and conditions of IFTTT Inc. For more information on the
IFTTT system, please visit the IFTTT website.
We are not responsible for any use of information and/or
personal data transferred to IFTTT according to your choices
and use of the App in combination with the IFTTT services.
When you use the IFTTT feature in the App, we collect
information related to events like change of volume,
low battery, hearing aid connection changed (lost,
established), mute state changed, program changed,
program list changed for the purpose of triggering user
defined actions connected with those events.

•

Your name and phone number

•

 he settings assigned to you by your hearing care
T
professional (e.g amount of previous experience with
hearing aids, hearing aid trial status and notifications
sensitivity)

•

 our satisfaction rating, category of problem and your
Y
comments about your experience

•

Usage data of the app and the hearing aid

•

Which clinic you are connected to

•

 hen and how your hearing care professional
W
responded to your feedback

The data MyClinic collects and processes is used to:

The transfer of personal data to IFTTT will imply a transfer
based on your consent to the country of establishment
of IFTTT, which currently is the State of California, USA.
The states’ and federal data protection laws of USA are
different from the data protection laws of the EU and may
not provide the same level of data protection nor rights.
MyClinic
MyClinic is a tool providing you with the option to share
feedback about your hearing aid experience with your
hearing care professional, especially during the first weeks
using your hearing aids. You can send your satisfaction
rating and your comments through a short daily
questionnaire in the App. The satisfaction questionnaire
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•

 stablish a connection between you and the hearing
E
clinic, your hearing care professional is assigned to

•

Send you an SMS to invite you to MyClinic

•

 ollect and share your feedback, and generate
C
notifications for your hearing care professional to be
able to support you during the adaptation period

•

 nalyze usage behavior and success factors during
A
hearing aid adaptation

•

Troubleshoot features

•

Improve the App and the MyClinic feature

•

Improve user experience
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We collect and use your personal data for specific and
legitimate purposes, including:

you uninstall the App. Accordingly, we continue to process
personal data concerning you until inactivity will result in
deletion of inactive accounts or if you contact us and object
to the processing.

•

To deliver the services via the App as described above.

HOW WE SHARE YOUR PERSONAL DATA

•

To improve our services and develop new ones based
on both identifiable and aggregated/anonymized
information.

•

To administer your relation to us, including the sign-up
process, enquiries, and complaints.

•

When you sign up for our newsletters or other
marketing communication, we use your contact
information to send you relevant information and
offers regarding our products and services, including
invitations for participation in our user experience
studies. We only use electronic methods such as e-mail
and SMS messages, if you have given your explicit
consent to this.

We may share your personal data with other companies
within the Demant Group to operate the App, to deliver
and improve our products and services and for research
purposes. Please refer to the organizational chart in our
latest annual report to see which companies are part of
the Demant Group. You can find our latest annual report at
www.demant.com.

PURPOSES FOR COLLECTING AND USING YOUR DATA

We may also share your personal data with service
providers, who perform services and functions related
to the App on our behalf. Any such service providers will
not be authorized to use your personal data for any other
purposes, and they will always be under a strict obligation
to keep your personal data safe and confidential.
We only use service providers that give sufficient
guarantees to implement appropriate technical and
organizational measures that meet the requirements of
the relevant data protection laws, including ensuring the
protection of your data privacy rights.

We only process personal data about you, which is relevant
and sufficient for the purposes defined above. This means
that we do not use your personal data more extensively
than necessary for the specific purpose.
LEGAL BASIS FOR PROCESSING YOUR PERSONAL DATA

We use Microsoft’s Azure cloud services and the personal
data we collect are transferred to and stored in Microsoft’s
data centres located in the EU & US. Any transfer of data
from EU countries to Microsoft’s data centres in US are
governed by the EU Commission’s Standard Contractual
Clauses, which ensure an adequate level of data
protection. You can read more about Microsoft’s
services and regulatory compliance here:
https://www.microsoft.com/en-us/trustcenter/compliance.

When you use the Features in the App, we collect
information relating to your use of hearing aids. As the
use of hearing aids may reflect health information, we ask
for your explicit consent to process your data, when you
activate the Features. Our legal basis for processing your
personal data is your explicit consent, cf. GDPR art. 9, 2. (a).
Your consent is voluntary, and you can withdraw your
consent at any time by contacting us. Use the contact
information outlined at the top of the document if you wish
to withdraw your consent or want further information.

If we transfer your personal data to an affiliated Demant
company or a service provider located in a jurisdiction
outside EU/EEA or the European Commission-approved
countries providing ‘adequate’ data protection, we will
always ensure that adequate safeguards are taken to
ensure data protection, e.g. by way of the EU Commission’s
Standard Contractual Clauses.

You can also easily stop all collection of information in the
App by uninstalling the App. You may use the standard
uninstall processes available as part of your mobile device
or via the mobile application marketplace or network.
Please note, that we are not automatically informed when

3

Oticon ON

HOW LONG WE KEEP YOUR PERSONAL DATA

Your privacy rights may be subject to conditions and/
or exemptions, e.g. ensuring other people´s privacy,
protection of trade secrets and intellectual property rights
or compliance with legal obligations.

We will process and keep your personal data for as long as
it is legitimate and necessary for the purposes for which
your data were originally collected, and for as long as it is
permitted or required under applicable law.

If you want to exercise your rights, you can contact us at
the contact points listed above.

We will delete your data:
•

If you withdraw your consent in the app or

•

If you have not been actively using the app for 3 years.

If you have a concern related to how we use your personal
data, please contact us by using the contact points
outlined at the top of the Privacy Notice, and we will reply
to your queries and if necessary, take steps to ensure our
practices are consistent with our obligations. If you are
still not satisfied with the way we use your data, you have
the right to file a complaint with the relevant national
data protection authority. In Denmark, the relevant data
protection authority is Datatilsynet (tel: +45 3319 3200 /
e-mail: dt@datatilsynet.dk). Alternatively, you may contact
the relevant data protection authority in your country of
residence or work.

If you would like more detailed information about our
retention policy, please contact us by using the contact
points at the top of the document.
YOUR PRIVACY RIGHTS

•

The right to access your personal data

•

The right to have us rectify (correct) your personal
data

•

The right to have us delete your personal data

•

The right to restrict our processing of your personal
data

•

The right to data portability

•

The right to object to our processing
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Under the GDPR and as a result of our processing of your
personal data, you may exercise certain privacy rights.
These are:
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